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Comparing	
  the	
  Zipit®	
  Enterprise	
  Critical	
  Messaging	
  	
  
Solution™	
  to	
  other	
  secure	
  texting	
  apps	
  

Qualifying	
  secure	
  messaging	
  providers	
   	
  
	
  
When	
  comparing	
  secure	
  messaging	
  solutions,	
  Healthcare	
  professionals	
  and	
  staff	
  must	
  carefully	
  consider	
  
which	
  offerings	
  will	
  most	
  effectively	
  address	
  their	
  unique	
  business	
  challenges.	
  	
  While	
  many	
  secure	
  
texting	
  apps	
  and	
  platforms	
  provide	
  a	
  familiar	
  means	
  of	
  communicating,	
  most	
  are	
  limited	
  in	
  their	
  ability	
  
to	
  support	
  Healthcare	
  teams	
  due	
  to	
  unreliable	
  message	
  delivery,	
  lack	
  of	
  message	
  visibility,	
  and/or	
  
inability	
  to	
  integrate	
  with	
  clinical	
  workflows	
  and	
  existing	
  Health	
  IT	
  systems.	
  	
  	
  	
  

In	
  addition,	
  studies	
  have	
  highlighted	
  the	
  ineffectiveness	
  of	
  simple	
  texting	
  solutions	
  due,	
  in	
  part,	
  to	
  their	
  
lack	
  of	
  sensitivity	
  to	
  the	
  context	
  of	
  a	
  message.	
  This	
  results	
  in	
  important	
  messages	
  getting	
  lost	
  in	
  the	
  
often-­‐overwhelming	
  number	
  of	
  non-­‐urgent	
  or	
  “everyday”	
  messages.	
  	
  	
  

When	
  choosing	
  a	
  secure	
  messaging	
  solution	
  for	
  your	
  organization,	
  consider	
  the	
  following:	
  
	
  
Is	
  communication	
  completely	
  secured	
  and	
  reliable?	
  

Security	
  is	
  about	
  more	
  than	
  just	
  encrypting	
  messages.	
  If	
  unauthorized	
  persons,	
  either	
  inside	
  or	
  outside	
  of	
  
the	
  organization,	
  can	
  access	
  sensitive	
  communications,	
  then	
  the	
  platform	
  in	
  question	
  cannot	
  reasonably	
  
protect	
  PHI	
  or	
  other	
  confidential	
  information.	
  

As	
  in	
  the	
  Zipit	
  solution,	
  messages	
  must	
  be	
  encrypted	
  from	
  end-­‐to-­‐end,	
  both	
  “at	
  rest”	
  on	
  the	
  device	
  and	
  
in	
  the	
  cloud,	
  as	
  well	
  as	
  “in	
  transit”	
  using	
  SSL/TLS	
  technologies.	
  	
  If	
  a	
  person	
  loses	
  their	
  smartphone	
  or	
  
messaging	
  device,	
  administrators	
  should	
  have	
  the	
  ability	
  to	
  remotely	
  lock	
  and	
  wipe	
  that	
  
application/device	
  to	
  prevent	
  unauthorized	
  access	
  to	
  sensitive	
  data.	
  

Messaging	
  systems	
  must	
  also	
  be	
  consistently	
  available	
  and	
  reliable.	
  	
  In	
  the	
  case	
  of	
  the	
  Zipit	
  solution,	
  all	
  
messages	
  sent	
  since	
  going	
  live	
  in	
  2011	
  have	
  had	
  an	
  average	
  confirmed	
  delivery	
  time	
  of	
  less	
  than	
  10	
  
seconds	
  and	
  Zipit	
  servers	
  have	
  operated	
  with	
  an	
  uptime	
  of	
  99.99%.	
  	
  

This	
  network	
  and	
  database	
  redundancy	
  ensures	
  communication	
  is	
  constantly	
  working	
  and	
  always	
  
protected.	
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Does	
  the	
  solution	
  provide	
  visibility	
  into	
  the	
  communication	
  that	
  is	
  taking	
  place?	
  	
  
Are	
  users	
  notified	
  when	
  devices	
  are	
  powered	
  off?	
  
	
  
Anyone	
  familiar	
  with	
  texting	
  has	
  either	
  said	
  or	
  heard	
  “Did	
  you	
  get	
  my	
  text?”	
  before.	
  	
  This	
  scenario	
  clearly	
  
highlights	
  the	
  inherent	
  problem	
  with	
  texting.	
  	
  Encrypted	
  or	
  not	
  –	
  text	
  message	
  delivery	
  is	
  not	
  
guaranteed.	
  Because	
  many	
  platforms	
  do	
  not	
  provide	
  detailed	
  analytics	
  on	
  message	
  and	
  device	
  status,	
  
organizations	
  may	
  overlook	
  this	
  or	
  believe	
  it	
  is	
  unavailable.	
  That	
  is	
  not	
  the	
  case.	
  	
  

In	
  addition,	
  many	
  states	
  have	
  legal	
  regulations	
  in	
  place	
  determining	
  the	
  minimum	
  amount	
  of	
  time	
  
organizations	
  must	
  keep	
  records	
  of	
  patient-­‐centered	
  communication.	
  	
  Some	
  state	
  requirements	
  stipulate	
  
that	
  data	
  must	
  be	
  stored	
  up	
  to	
  7	
  years.	
  	
  

Solutions	
  that	
  rely	
  solely	
  on	
  disappearing	
  or	
  “self-­‐destruct”	
  messages	
  are	
  actually	
  less	
  effective	
  in	
  
protecting	
  organizations	
  from	
  frivolous	
  claims	
  down	
  the	
  road,	
  as	
  there	
  is	
  no	
  lasting	
  trace	
  of	
  the	
  
communication.	
  	
  

In	
  contrast,	
  the	
  Zipit	
  solution	
  records	
  all	
  two-­‐way	
  communication	
  on	
  a	
  robust,	
  secure	
  cloud-­‐based	
  
infrastructure,	
  enabling	
  clinicians	
  or	
  other	
  authorized	
  employees	
  to	
  review	
  the	
  data,	
  create	
  digital	
  
reports,	
  and	
  even	
  export	
  and	
  attach	
  it	
  to	
  a	
  specific	
  patient’s	
  medical	
  record.	
  Zipit	
  also	
  maintains	
  the	
  data	
  
as	
  long	
  as	
  customers	
  require,	
  while	
  still	
  providing	
  a	
  method	
  to	
  export	
  the	
  data	
  to	
  your	
  own	
  backup	
  site	
  at	
  
your	
  convenience.	
  
	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
   	
  Message	
  status	
  in	
  the	
  Zipit	
  RAP™	
  



 Whitepaper	
  –	
  Critical	
  Messaging	
   	
   	
   	
  
  

 
Z i p i t  W i r e l e s s  C o n f i d e n t i a l                                                       3 | P a g e  
Version 1.1                    

101 N. MAIN ST | SUITE 201 | GREENVILLE, SC 29601  
WWW.ZIPITWIRELESS.COM | P 864.451.5500 | F 864.451.5505 

 
 

	
  
Can	
  the	
  solution	
  change	
  a	
  message’s	
  priority	
  to	
  match	
  the	
  corresponding	
  event	
  
or	
  task?	
  	
  
	
  
Not	
  all	
  messages	
  are	
  equal.	
  	
  

This	
  may	
  seem	
  like	
  common	
  sense,	
  but	
  in	
  a	
  clinical	
  setting,	
  a	
  Code	
  Trauma	
  or	
  STEMI	
  alert	
  demands	
  a	
  
faster	
  response	
  than	
  a	
  nurse	
  call	
  button.	
  	
  Why	
  then	
  should	
  mobile	
  communication	
  be	
  treated	
  any	
  
differently?	
  	
  Messages	
  must	
  be	
  able	
  to	
  present	
  information	
  in	
  a	
  contextual	
  way,	
  with	
  imagery,	
  sounds,	
  
and	
  other	
  behavior	
  that	
  indicate	
  the	
  urgency	
  of	
  the	
  event.	
  	
  Non-­‐emergent	
  notifications	
  should	
  not	
  take	
  
a	
  clinician’s	
  focus	
  away	
  from	
  a	
  patient	
  or	
  overwhelm	
  them	
  to	
  the	
  point	
  of	
  fatigue.	
  	
  	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

Zipit’s	
  priority	
  message	
  feature	
  enables	
  administrators	
  and	
  end	
  users	
  to	
  set	
  priorities	
  for	
  each	
  message	
  
or	
  per	
  message	
  type,	
  keeping	
  alarm	
  fatigue	
  in	
  check	
  and	
  ensuring	
  appropriate	
  response	
  is	
  always	
  met.	
  
	
  

Can	
  the	
  solution	
  be	
  adapted	
  to	
  your	
  specific	
  workflows,	
  promoting	
  process	
  
improvement,	
  or	
  are	
  you	
  required	
  to	
  adapt	
  to	
  the	
  constraints	
  of	
  the	
  product?	
  
	
  
Messaging	
  systems	
  should	
  enable	
  users	
  to	
  easily	
  customize	
  message	
  routing	
  based	
  on	
  a	
  specific	
  task	
  
and	
  support	
  clinical	
  workflows	
  that	
  typically	
  require	
  one	
  person	
  to	
  accept	
  responsibility	
  for	
  a	
  task,	
  like	
  
nurse	
  and	
  hospitalist	
  rounding.	
  A	
  key	
  part	
  of	
  adapting	
  to	
  clinical	
  workflows	
  is	
  the	
  ability	
  for	
  messages	
  to	
  
be	
  escalated	
  when	
  a	
  primary	
  contact	
  cannot	
  be	
  reached.	
  	
  For	
  example,	
  consider	
  the	
  time	
  it	
  takes	
  to	
  
activate	
  a	
  Code	
  or	
  other	
  rapid	
  response	
  team	
  and	
  how	
  decisions	
  need	
  to	
  be	
  made	
  in	
  record	
  time,	
  based	
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on	
  who	
  has	
  been	
  activated,	
  and	
  who	
  hasn’t.	
  	
  If	
  messaging	
  platforms	
  only	
  “escalate”	
  messages	
  by	
  sending	
  
them	
  in	
  SMS	
  format,	
  this	
  fails	
  to	
  provide	
  urgency	
  and	
  can	
  cause	
  more	
  time	
  to	
  be	
  spent	
  chasing	
  the	
  
message	
  than	
  responding	
  to	
  the	
  event.	
  

The	
  Zipit	
  solution’s	
  easily	
  programmable	
  Smart	
  Message™	
  workflows	
  automatically	
  route,	
  escalate,	
  
assign	
  timeouts,	
  and	
  re-­‐route	
  messages	
  based	
  on	
  pre-­‐defined	
  requirements	
  so	
  users	
  can	
  communicate	
  
quickly	
  and	
  then	
  re-­‐focus	
  on	
  the	
  more	
  important	
  tasks	
  at	
  hand.	
  	
  	
  

Using	
  the	
  previously	
  mentioned	
  rounding	
  workflow	
  as	
  an	
  example:	
  Clinicians	
  can	
  kick	
  off	
  a	
  “Grab	
  the	
  
Baton”	
  messaging	
  workflow	
  whereby	
  a	
  task	
  is	
  sent	
  to	
  a	
  team	
  of	
  clinicians’	
  mobile	
  devices.	
  	
  The	
  first	
  one	
  
to	
  reply	
  and	
  “accept”	
  the	
  task	
  claims	
  ownership	
  of	
  it,	
  while	
  the	
  other	
  team	
  members	
  are	
  automatically	
  
notified	
  of	
  who	
  accepted	
  in	
  real	
  time.	
  

	
  

	
  

	
   	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  



 Whitepaper	
  –	
  Critical	
  Messaging	
   	
   	
   	
  
  

 
Z i p i t  W i r e l e s s  C o n f i d e n t i a l                                                       5 | P a g e  
Version 1.1                    

101 N. MAIN ST | SUITE 201 | GREENVILLE, SC 29601  
WWW.ZIPITWIRELESS.COM | P 864.451.5500 | F 864.451.5505 

 
 

Does	
  the	
  solution	
  easily	
  integrate	
  with	
  other	
  Health	
  IT	
  programs,	
  promoting	
  smooth	
  
communication	
  handoffs?	
  More	
  importantly,	
  does	
  it	
  enable	
  users	
  to	
  assign	
  urgency	
  to	
  
alerts	
  from	
  those	
  systems?	
  

Fragmented	
  communication	
  is	
  caused	
  in	
  part	
  by	
  technology	
  that	
  doesn’t	
  share	
  data.	
  	
  A	
  comprehensive	
  
communication	
  solution	
  should	
  easily	
  integrate	
  with	
  existing	
  clinical	
  systems	
  like	
  nurse	
  call	
  buttons,	
  
medical	
  device	
  alarms,	
  refrigeration	
  system	
  alerts,	
  EHR/EMR	
  alerts	
  and	
  triggers,	
  patient	
  transport,	
  and	
  
others	
  to	
  support	
  the	
  effort	
  for	
  better	
  patient	
  outcomes.	
  

The	
  Zipit	
  solution	
  integrates	
  with	
  all	
  of	
  these	
  systems	
  and	
  additionally	
  enables	
  users	
  to	
  assign	
  message	
  
priority	
  levels	
  and	
  Smart	
  Message™	
  settings,	
  providing	
  urgency	
  and	
  reliability	
  that	
  is	
  often	
  lacking	
  in	
  
these	
  important	
  notifications.	
  	
  For	
  example,	
  critical	
  lab	
  values,	
  which	
  The	
  Joint	
  Commission	
  requires	
  
physicians	
  to	
  review	
  in	
  30	
  minutes	
  or	
  less,	
  are	
  typically	
  sent	
  to	
  clinicians	
  as	
  emails	
  but	
  can	
  be	
  integrated	
  
with	
  the	
  Zipit	
  solution	
  to	
  be	
  sent	
  as	
  high	
  priority	
  messages	
  directly	
  to	
  a	
  physician’s	
  mobile	
  device.	
  

	
  
Who	
  do	
  you	
  trust	
  to	
  secure	
  your	
  PHI	
  and	
  help	
  you	
  meet	
  your	
  long-­‐term	
  
objectives?	
  

There	
  are	
  numerous	
  companies	
  in	
  the	
  marketplace	
  offering	
  simple	
  text	
  messaging	
  platforms;	
  however,	
  
Zipit	
  is	
  also	
  the	
  only	
  company	
  offering	
  a	
  critical	
  messaging	
  solution	
  that	
  includes	
  secure	
  mobile	
  
applications,	
  dedicated	
  messaging	
  devices,	
  and	
  web	
  applications.	
  This	
  multi-­‐platform	
  approach	
  uniquely	
  
positions	
  Zipit	
  to	
  support	
  the	
  needs	
  of	
  diverse	
  healthcare	
  staff	
  that	
  use	
  various	
  tools	
  depending	
  on	
  their	
  
role.	
  

Zipit	
  understands	
  the	
  importance	
  of	
  executing	
  Business	
  Associate	
  Agreements,	
  as	
  required	
  by	
  law.	
  Our	
  
organization	
  has	
  also	
  created	
  a	
  trusted	
  advisory	
  board	
  made	
  up	
  of	
  former	
  executives	
  from	
  The	
  Joint	
  
Commission,	
  personnel	
  from	
  the	
  Department	
  of	
  Health	
  and	
  Human	
  Services,	
  and	
  leading	
  healthcare	
  
institutions	
  to	
  ensure	
  our	
  technology	
  and	
  offerings	
  continue	
  to	
  evolve	
  with	
  growing	
  needs	
  in	
  healthcare.	
  	
  	
  	
  

	
  

Contact	
  zipitsales@zipitwireless.com	
  to	
  let	
  us	
  know	
  about	
  your	
  secure	
  messaging	
  requirements	
  and	
  see	
  
how	
  we	
  are	
  uniquely	
  equipped	
  to	
  meet	
  your	
  needs.
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Legal notice	
  

©2003-2015 Zipit Wireless, Inc. All rights reserved. Zipit, the ‘Z” 
Logo, Enterprise Critical Messaging Solution, Zipit Now and Zipit 
RAP are trademarks or service marks of Zipit Wireless, Inc. and may 
be registered in some jurisdictions.  All other trademarks are the 
property of their respective owners. 

 Zipit Wireless, Inc. ("Zipit") assumes no responsibility for any 
typographical, technical, or other inaccuracies, errors, or omissions in 
this documentation.  In order to protect Zipit proprietary and confidential 
information and/or trade secrets, this documentation may describe some 
aspects of Zipit technology in generalized terms.  Zipit reserves the right 
to periodically change information that is contained in this 
documentation; however, Zipit makes no commitment to provide any 
such changes, updates, enhancements, or other additions to this 
documentation to you in a timely manner or at all. 

This documentation might contain references to third-party sources 
of information, hardware or software, products or services including 
components and content such as content protected by copyright 
and/or third-party web sites (collectively the "Third Party Products 
and Services"). Zipit does not control, and is not responsible for, any 
Third Party Products and Services including, without limitation the 
content, accuracy, copyright compliance, compatibility, performance, 
trustworthiness, legality, decency, links, or any other aspect of Third 
Party Products and Services.   

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY 
APPLICABLE LAW IN YOUR JURISDICTION, ALL CONDITIONS, 
ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR 
WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, 
INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, 
ENDORSEMENTS, GUARANTEES, REPRESENTATIONS OR 
WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR 
PURPOSE OR USE, MERCHANTABILITY, MERCHANTABLE 
QUALITY, NONINFRINGEMENT, SATISFACTORY QUALITY, OR 
TITLE, OR ARISING FROM A STATUTE OR CUSTOM OR A 
COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO 
THE DOCUMENTATION OR ITS USE, OR PERFORMANCE OR 
NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, 
SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES 
REFERENCED HEREIN, ARE HEREBY EXCLUDED. YOU MAY 
ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR 
PROVINCE. SOME JURISDICTIONS MAY NOT ALLOW THE 
EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND 
CONDITIONS. TO THE EXTENT PERMITTED BY LAW, ANY 
IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE 
DOCUMENTATION TO THE EXTENT THEY CANNOT BE 
EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE 
HEREBY LIMITED TO NINETY (90) DAYS FROM THE DATE YOU 
FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS 
THE SUBJECT OF THE CLAIM.  TO THE MAXIMUM EXTENT 
PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN 
NO EVENT SHALL Zipit BE LIABLE FOR ANY TYPE OF DAMAGES 
RELATED TO THIS DOCUMENTATION OR ITS USE, OR 
PERFORMANCE OR NONPERFORMANCE OF ANY SOFTWARE, 
HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND 
SERVICES REFERENCED HEREIN INCLUDING WITHOUT 

LIMITATION ANY OF THE FOLLOWING DAMAGES: DIRECT, 
CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, 
SPECIAL, PUNITIVE, OR AGGRAVATED DAMAGES, DAMAGES 
FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE 
ANY EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS 
OF BUSINESS INFORMATION, LOSS OF  BUSINESS 
OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, 
FAILURES TO TRANSMIT OR RECEIVE ANY DATA, PROBLEMS 
ASSOCIATED WITH ANY APPLICATIONS USED IN 
CONJUNCTION WITH ZIPIT PRODUCTS OR SERVICES, 
DOWNTIME COSTS, LOSS OF THE USE OF ZIPIT PRODUCTS 
OR SERVICES OR ANY PORTION THEREOF OR OF ANY 
AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF 
COVER, FACILITIES OR SERVICES, COST OF CAPITAL, OR 
OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT 
SUCH DAMAGES WERE FORESEEN OR UNFORESEEN, AND 
EVEN IF ZIPIT HAS BEEN ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGES. 

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW 
IN YOUR JURISDICTION, ZIPIT SHALL HAVE NO OTHER 
OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN 
CONTRACT, TORT, OR OTHERWISE TO YOU INCLUDING ANY 
LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY. 

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN 
SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE OF THE 
CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING 
BUT NOT LIMITED TO BREACH OF CONTRACT, NEGLIGENCE, 
TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND 
SHALL SURVIVE A FUNDAMENTAL BREACH OR BREACHES OR 
THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS 
AGREEMENT OR OF ANY REMEDY CONTAINED HEREIN; AND 
(B) TO ZIPIT AND ITS AFFILIATED COMPANIES, THEIR 
SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS (INCLUDING 
AIRTIME SERVICE PROVIDERS), AUTHORIZED ZIPIT 
DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE 
PROVIDERS) AND THEIR RESPECTIVE DIRECTORS, 
EMPLOYEES, AND INDEPENDENT CONTRACTORS.  

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT 
ABOVE, IN NO EVENT SHALL ANY DIRECTOR, EMPLOYEE, 
AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT 
CONTRACTOR OF ZIPIT OR ANY AFFILIATES OF ZIPIT HAVE 
ANY LIABILITY ARISING FROM OR RELATED TO THE 
DOCUMENTATION. 


